Abstract-One of the essential obstacles for the deployment of multicast is the lack of protection. And in multicast security, key management for securing organization or group communication is an important area that desires to be addressed. This paper will give an overview of four key management methods and Kerberos protocol. Cryptographic methods are frequently used for secure Data transmission wireless networks. Most cryptographic approaches can be symmetric and asymmetric, depending on the manner of the utilized keys. There are many kinds of key management methods which have been suggested for secure data transmission. This research includes a study of different key management methods to find an efficient key management for Secure and Reliable data transmission in the network. The experimental results showed that the fourth method represents the optimal key management method because it was providing a more secure way for the transmitted data, and the total time for data retrieval was (314.065, 376.119, 590.348, and 474.881) for the four key management methods sequentially to retrieve 71923records. The first three key management methods depend on symmetric key cryptography and the fourth key management method is a hybrid method, it was dependent on symmetric and asymmetric key cryptography, symmetric in the case of using user shared key and asymmetric in case of using server private key and this was unknown for any one.
I. INTRODUCTION
The main feature of the encryption/decryption method implementation is the generation of the encryption key. The primary goal of the cryptography is utilized not only to provide confidentiality, but also to provide solutions for other problems like: data integrity, authentication, non-repudiation. Cryptography is the strategies that permit information to be sent in a secure from in such a way that the only receiver able to retrieve this information [1] . In the network security, cryptography has a long history by using it to provide a way to store sensitive information or transmit it across insecure networks (i.e. The Internet), so that, it cannot be read by anyone except the intended recipient, wherein the cryptosystem there is a set of algorithms combined with keys to transform the original message (Plaintext) to the encrypted message (Cipher text) and transform it again in the intended recipient side to the original message (Plaintext) [2] . Ancient Egyptians are the oldest who encrypted text. The Internet provides essential communication and uses as a tool for many applications, i.e. secure commerce and payments to private communications and access control and so forth [3] .
Key management plays an essential role in cryptography as the basis for securing cryptographic techniques, providing confidentiality, entity authentication, data origin authentication, data integrity, and digital signatures. The goal of a good cryptographic design is to reduce more complex problems to the proper management and safekeeping of a small number of cryptographic keys. Keying relationships in a communications environment include at least two parties (a sender and a receiver) in real-time. In a storage environment, there may be only a single party, which stores and retrieves data at distinct points in time [4] . There are several different types of cryptographic keys, each used for a different purpose. The keys are identified according to their classification as public, private or symmetric keys, and as to their use [5] . Cryptographic keys fall into two broad categories: 1) Symmetric key cryptography: fast implementations, good for encrypting large amounts of data; require shared secret key and 2) Asymmetric (public) key cryptography: inefficient for large data, good for authentication; no need to share a secret [6] .
Yashaswini [7] key distribution for symmetric key cryptography is studied. Many protocols are used to make key distribution among the clients and authentication of the clients in distributed network. In a distributed network, there is also need for authentication of the client who requesting the services of a server. Many authentication and key distribution protocols are used; the main two are Needham-Schroeder key distribution protocol and Kerberos protocol. In Needham-Schroeder key distribution protocol, the key distribution center generates a number once used session keys to allow access to the server services by the client. By the number of the session key allotted by KDC, sever can identify the authorized work satiations. In Kerberos protocol, each session key generated by the Kerberos KDC server will have time stamp associated with it, so that after some time it is going to expire. The server can easily identify the authorized client by checking the validity of the session key. Abdalla , Fouque and Pointcheval [8] proposed Password-based authenticated key exchange (PAKE) in the three-party scenario, in which the users trying to establish a common secret do not share a password between themselves but only with a trusted server. The natural generic construction of a three-party PAKE protocol from any two-party PAKE protocol and prove its security was presented. Tsai, Lee, and Hwang [9] presented a survey of all currently available password authentication schemes and analyzed how they work over insecure networks. 
II. KERBEROS
Kerberos is an authentication service developed as part of Project Athena at MIT. The problem that Kerberos addresses is this: Assume an open distributed environment in which users at workstations need to access services on servers distributed over the network. We would like for servers to be able to limit access to authorized users and to be able to authenticate requests for service. In this environment, a workstation cannot be trusted to correctly identify its users correctly to network services. In particular, the following three threats exist: 1) the user can access a particular workstation, and pretend to be another user working from the workstation, 2) the user can change the network address of the workstation, so that, the requests sent from the workstation are changed and seem to come from the impersonation station, and 3) the user can eavesdrop on exchanges and used a replay attack to get access to the server or to disable operations. Kerberos provides a centralized authentication server whose function is to authenticate users to servers and servers to users. The first published report on Kerberos listed the following requirements [10] :
 Security: A network eavesdropper should not be able to gain the necessary information to impersonate a user.  Reliability: Should be highly reliable and should appoint a distributed server architecture with one system able to back up another  Transparency: Ideally, the user ought to not be aware that authentication is a career, place beyond the demand to enter a password.  Scalability: The system must be able to support large numbers of clients and servers.
Two variations of Kerberos are in common use: v4 & v5. The core of Kerberos is the Authentication and Ticket Granting Servers -these are trusted by all users and servers and must be securely administered.
A. Kerberos Version 4
Version 4 of Kerberos makes utilize of DES, to provide the authentication service. Kerberos version 4 has an Authentication Server (AS) and it was having a Ticket Granting server (TGS). A Simple Authentication Dialogue [10] : • Server V decrypts the ticket and checks various fields.
• ADC in the ticket binds the ticket to the network address of C.
However, this authentication scheme has problems in each time a user needs to access a different service he/she needs to enter their password (Read email several times, Print, mail, or file server, and Assume that each ticket can be used only once (otherwise open to replay attacks) and the password sent in the clear [10] .
B. Kerberos Version 5 [6]
Kerberos Version 5 is laid out in RFC 1510 and gives a number of enhancements over version 4 in the areas of environmental shortcomings and technical deficiencies. i. A sensor node should not allow its readings to be accessed by its neighbors unless they are authorized to do so, ii. Key distribution mechanism should be extremely robust, iii. Public information such as sensor identities, and public keys of the nodes should also be encrypted in certain cases to protect against traffic analysis attacks.
III. METHODOLOGY
In this research four key management methods are used to authenticate transmitted data:
1. The shared secret key (Ks) between user and server is used in the encryption and decryption process. This key is private not known except the server and user known it. Also, the retrieval depends on this key, but this method causes load on the server site when dealing with big data, such as 1000 user wants to retrieve from database of size 6 GB then the server needs 6000 GB for storing it, also the server needs to deal with large number of keys (e.g. 1000 key for this example). Figure (3) demonstrates the steps of exchanging data by using the first key management method. The steps for exchanging messages by using the first key management method is discussed in the following algorithm. Step 1: Encrypt user query by using shared secret key with an encryption algorithm.
Step 2: Send the encrypted query let it be Q to the server.
Step 3: Search in the encrypted data about the required data according to the user query.
Step 4: If the relevant data was found then
Send the results (relevant data) to the user Else Send nothing was found End If
Step 5: On the user site decrypts the received data by using same shared key and encryption algorithm End 2. The server has a database which includes the user identifier with user keys. Also, for each user there is a secret key (Ku) shared with the server, but in this method server encrypts a database by using the server key (Ks) and the retrieved data is encrypted by using the server key only in this method. This method takes more time in the retrieval process, but it was not caused loaded on the server site because of the server encrypt the database by using one key. This method less secure than the previous method because the server key will be known for all the users who dealing with it. The retrieval process is illustrated in figure (4): The steps for exchanging messages by using the second key management method is discussed in the following algorithm Input: User Query Output: Relevant data in plain form.
Begin:
Step1: Encrypt user query by using user secret key with an encryption algorithm.
Step 2: Send the encrypted query let it be Q with the user identifier let it be (ID) to the server.
Step 3: At the server site there is a database includes users IDs' with users' keys. By using user ID get user key and decrypt Q // return plain query Q// Step 4: Encrypt Q by using the server key with an encryption algorithm let it be Q1.
Step 5: Search in the encrypted data about the required data according to the user query.
Step 6: If the relevant data was found then Encrypt server key lets it be Ks by using user key and Send the results (relevant data let it be Data) with encrypted server key let it be Ks the to the user Else Send nothing was found End If Step 7: At the user site decrypts the Ks to obtain a server key.
Step 8: decrypt the received data by using server key and encryption algorithm End 3. Depending on the server database which also includes key with an identifier for each user, but in this method the retrieved data is encrypted by using the server key (Ks) and user key (Ku). This method gives more protection for the exchanged data, but takes more time than the previous method. This method was not caused loaded on the server site because of the server encrypt the database by using one key. The steps for exchanging data by using the third key management method was explained in figure (5). The steps for exchanging messages by using the third key management method is discussed in the following algorithm Input: User Query Output: Relevant data in plain form.
Step 6: If the relevant data was found then Encrypt server key (Ks) and retrieved data by using user key and Send the results (double encrypted data let it be Data) with encrypted server key let it be Ks the to the user Else Send nothing was found End If Step 7: At the user site by using user key decrypts the Ks to obtain a server key and decrypt the Data to obtain Data.
Step 8: decrypt the Data by using server key and encryption algorithm to obtain data in plain form End 4. Based on the server database that also includes key with an identifier for each user, but in this method the retrieved data is encrypted by using user key (Ku). The server key was kept private in this method not known by the users. The transmitted data will be decrypted by using server key and encrypted by using user key before sending it to the user. The transmitted data could not be decrypted unless using the private user key. This method gives more protection for the exchanged data than the previous discussed methods, but it was taken more time in the data retrieval process than the consumed time in the first and second key management method. Also, this method provides the key encryption and decryption time, which is consumed in the third key management method. This method was not caused loaded on the server site because of the server encrypt the database by using one key. The steps for exchanging data by using the fourth key management method was explained in figure (6). The steps for exchanging messages by using the fourth key management method is discussed in the following algorithm Input: User Query Output: Relevant data in plain form.
Step 6: If the relevant data was found then 1) Decrypt the retrieved data by using the server key to return data to its plain form let it be Data 2)
Encrypt Data by using user key let it be Data 3)
Send Data to the user Else Send nothing was found End If
Step 7: At the user site by using user key decrypts Data to obtain Data in plain form. End
IV. EXPERIMENTAL RESULTS AND PERFORMANCE ANALYSIS
In this section the performance and effectiveness of the proposed key management algorithms were tested with different databases. Experimental results show that execution time for data retrieval process. (7) and the results show the retrieving by using the first key management method faster than retrieving by using other key management method, but the first key management method caused load on the server site so it was not proper to be used when dealing with big databases. In this work the row store database or column store database was used according to user request if the user wants to retrieve from the original database the row store database was used and if the user wants to retrieve from the file that was included only query relevant data the column store database was used; the column store database will be more faster in the query processing time because the searching operation was done on only relevant data instead of whole data.
The column store database saving more time for the query processing and this is presented in the results of tables (II and III), the average saving time are(59%, 57%, 37% and 39%) for the four key management methods sequentially. From table IV it is noted that the fourth key management method has many advantages over the other key management and authentication protocol to exchange data in the secure and fast channel.
V. CONCLUSION
One of the most authentication problems is represented in how to exchange data in secure way between the client and server. The solution is by using secret keys in the encryption and decryption process. So the key management method must be used to exchange the keys between the two sites. In this work four key management methods are used. Different types of key management methods are discussed in this paper. In summary, symmetric key management schemes are described in four categories. Fourth symmetric key management scheme is much efficient as compared to group key schemes. First scheme has good security services, but it was caused load on the server site. Second scheme and third scheme have a problem of known the server key by the users. The first, third and fourth schemes provide better security because of using the user key in the encryption and decryption process. This means no one can open the message unless known user key. In this research, it is observed that fourth scheme of key management methods is highly secure and efficient as compared to other utilized symmetric key management schemes. It is mentioned that in the first key management method one key was needed while other three key management methods two keys are needed. The proposed key management methods solved the problem of slowing in message exchanged that was found in the Kerberos authentication protocol, it was needed for a number of operations to exchange messages.
